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(57) ABSTRACT

Systems and methods are provided for recording a user’s
biometric features and generating an identifier representative
of the user’s biometric features and whether the user is alive
(“liveness™) using mobile devices such as a smartphone. The
systems and methods described herein enable a series of
operations whereby a user using a mobile device can capture
imagery of a user’s face, eyes and periocular region. The
mobile device is also configured analyze the imagery to iden-
tify and determine the position of low-level features spatially
within the images and the changes in position of the low level
features dynamically throughout the images. Using the spa-
tial and dynamic information the mobile device is further
configured to determine whether the user is alive and/or gen-
erate a biometric identifier characterizing the user’s biometric
features which can be used to authenticate the user by deter-
mining liveness and/or verify the user’s identity.

13 Claims, 8 Drawing Sheets

/ 10
Software Modules

170 178
User Interface Module Databa;Module

/

180
Authentication
Module

182
Communication

Module

101a
obilte Device 190
P Storage
110 130
Processor Software Modules
)
5 185
User interface Database
R 72
120 Capture Madule
150
Memory 145 220
== Communication 174
f— :
Camera Interface Analysis Module
125
Microphone 155 [ 160 176
Audio Output Sensors Enrollment Module
140
Display

.




